
The lack of safety and security is one of the most important reasons non-transit users bypass 
public transportation.

But this doesn’t have to be the case. Most transit agencies have the ability to investigate, design, 
fund and implement smart solutions to address passenger safety and security. In this paper, we’ll 
discuss the steps to achieve smarter public transit with the express purpose of enhancing system 
safety and security. And in many cases, existing infrastructure and readily available technology 
and data solutions can be used. 

Identifying Pain Points
In order to be truly smart, public transportation needs to be safer and more secure. According 
to Hitachi Vantara’s Sean Grimm, subject matter expert for Smart Spaces and Lumada Video 
Insights, most systems experience “pain points” – the realities and the perceptions about their 
systems that negatively affect the transit system’s image as a safe and secure transportation alter-
native. These pain points often include low situational awareness about the operation (whether 
actual or perceived), a need to reduce incident rates and security threats (to employees, passengers, 
assets and facilities), unnecessarily long response times and sometimes ineffective responses, and 
the need to minimize the frequency and severity of accidents.

One of Hitachi Vantara’s largest transit customers in North America designed and implemented a 
comprehensive video surveillance system many years ago, but the solution didn’t solve any of the 
challenges they faced. There were also some practical matters creating additional problems. For 
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example, the labor hours required to respond to an average of one to two Freedom of Information Act 
(FOIA) requests each day for video footage from around the operation, which spanned multiple cities 
and jurisdictions. According to Grimm, “The transit system had implemented virtual policing on the 
trains and buses with centralized video monitoring in real-time and on-demand. They could monitor 
the system as it was operating and could easily retrieve archived video, but they had only scratched the 
surface of leveraging the video data to analyze and improve the system.” 

“Why Can’t We Do More?”
The executive leadership at the transit agency mentioned above asked all the right questions: 

• Why are we forced to be so reactive and not more proactive?
• How do we balance the passenger experience with operational needs to observe more about our 

system and maintain financial feasibility?
• How do we protect the privacy of our passengers and employees while enhancing system security?
• Why can’t we do more to enhance our system’s safety and security?

The transit leadership team – especially the director of information technology who was serving as the 
internal champion for smart solutions – asked these questions of themselves internally, but they also 
reached out to the subject matter expertise of Hitachi Vantara to get the answers and develop solutions. 

“We worked hand-in-hand with the customer to spin the conversation around – to be less reactive 
and more proactive when it comes to analyzing the video data that, in many cases, they were already 
collecting,” said Grimm.

Adding Value by Analyzing and Managing Data
The team got to work to establish goals for safety and security enhancements – identifying the “more” 
that the transit system wanted to do. These goals included expedited and more accurate passenger 
counting, eliminating fare evasion, reducing vagrancy and suspicious behaviors, and coordinating 
closely with other local municipalities and jurisdictions to investigate and deter criminal activity. All of 
these goals were identified as attainable with the expert use of data collected by the video systems.

According to Grimm, “Video is a massively underutilized source of data. The data are often kept in 
their own individual silo, with no central repository for data in cities and transit agencies.” It quickly 
became Hitachi Vantara’s mission to show how valuable all this data is and to help them break down 
the barriers to a truly unified collection of data that would benefit all, even the surrounding communi-
ties served by the transit agency.

Smart Solutions for Safety and Security
The experts at Hitachi Vantara believe that whoever has command of the data has control of the 
“smart city.” They developed several smart solutions for this agency to accomplish its safety and 
security enhancement goals. Some of these solutions, according to Grimm, include:

Multi-Feature Video Search: This solution is an application that allows users to search all video feeds 
using more than 100 options for defined attributes to locate individuals of potential interest, such as 
those suspected of suspicious or criminal activity. This can be done from an eyewitness description 
without having any personally identifiable information (PII). According to Grimm, “This is real 
artificial intelligence for transit that was originally developed to enhance the security of the upcoming 
Olympic Games in Japan.” Attributes such as a person’s height, hair color, and type and color of 
clothing can be used to locate individuals and reduce crime or vagrancy, for example.

Visualization Suite: Hitachi Vantara’s transit customer, along with its surrounding jurisdictions, is 
implementing Hitachi Visualization Suite (HVS) which will allow the transit agency and local law 
enforcement to view video data “on the same pane of glass.” HVS harnesses the power of alerts, data 
visualization and analysis of unlimited layers of video data from transit vehicles, buildings, cameras, 
Internet of Things (IoT) sensors and statistical information. Once fully implemented, HVS unifies 
video, IoT and even social media data as well as analytics on a single pane of glass to expedite any 
necessary safety and security responses and allows for multiple-agency collaboration. The transit 
agency and local law enforcement will also have access to predictive analytics so that they can take 
proactive actions to enhance system safety and security.

3D Lidar: While safety and security enhancements are critical, transit agencies must also balance these 
needs with the privacy of passengers’ PII. This is where the use of lidar, or light detection and ranging 
technology, can be invaluable for transit. Hitachi Vantara has lidar solutions that include human 
movement analysis technology with no video component. This solution protects the privacy of PII yet 



can be highly accurate in detecting intrusions, suspicious behaviors, falls, 
suicidal activity, and individuals entering hazardous areas.

COVID-19 and Infection Prevention Solutions: The coronavirus pan-
demic has brought to the forefront the need for all of us to do our part 
to prevent the spread of dangerous diseases. The ongoing waves that 
follow initial ones will calm down and people will get back to their lives. 
Temperature-sensing cameras, analysis and 3D lidar can together provide 
real-time alerts for individuals with fevers, track movements of infected 
persons without PII and enforce social distancing in stations or vehicles. 
This will assist transit operators in preventing the spread of diseases in 
their ridership and surrounding communities. 

The Journey Toward Smart Safety  
and Security 
While it may seem like these smart solutions are most beneficial at larger, 
multimodal transit agencies, these solutions are indeed quite scalable and 
can readily be implemented at agencies of any size.  However, securing 
funding for technology enhancements can be a daunting hurdle. While 
grants have been applied and written for video and transit security sys-
tems for quite some time, there are funding opportunities that are opening 
up for more proactive smart technologies.

Hitachi Vantara’s expertise includes federal funding specialists who can 
assist transit agency staff in finding appropriate funding and applying for 
grants to upgrade much-needed infrastructure. These experts can also 
assist in identifying opportunities to redirect other funding sources into 
technology funding, if warranted.

Smart Transit Solutions on the Horizon
The future of safety and security seems almost limitless with ongoing tech-
nological enhancements. In many cases, similar technology that is used to 

keep people safe can also assist in im-
proving service levels and operations. 
For example, the analysis of video 
and 3D lidar data and other sensors 
can assist in determining whether a 
faulty door on a train, for example, 
is simply an obstruction (perhaps 
caused by someone trying to catch the 
train at the last second) or a mal-
function. With smart data solutions, 
operators can immediately determine 
if a train’s doors are malfunctioning 
or whether an individual’s arm or 
leg may be interrupting the closure 
of the door. If, in this instance, it 
is determined to be a malfunction, 
maintenance can be dispatched with-
out delay to correct the malfunction 

and keep the passengers moving along to their destinations. If not, it can 
continue in operation, minimizing downtime. Thanks to video analytics 
and 3D lidar, immense amounts of operational data can also be gathered 
about vehicle occupancy, station flows and usage, demand predictions for 
dynamic headway solutions, etc. All to enhance the passenger experience, 
reduce operational costs and delays, and improve performance.

Transit operators should take a proactive approach to implementing 
innovative solutions to keep people safe, while improving their operations 
and passenger experience. As this technology leads us forward, the transit 
industry can rest assured that industry experts like Hitachi Vantara will be 
ahead of the curve to develop smart solutions that enhance the safety and 
security of the passenger’s experience with these new technologies.
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